MY HEALTH RECORD: Timing for legislative changes
Overview
Legislative changes are being made to the My Health Record system (previously known as the
personally controlled electronic health record or PCEHR system) and the Healthcare Identifiers
Service (HI Service). These are taking effect at different times between November 2015 and
July 2016. Some of the changes will affect the obligations of participants in the My Health Record
system – that is, the System Operator* and healthcare provider organisations, contracted service
providers, repository operators and portal operators that are registered.
Please note this is not a summary of all changes – it is only a summary of changes that will affect
individuals or participants. More detailed fact sheets on the changes will be will be published on
www.myhealthrecord.gov.au in coming weeks.
Forms, guides and other published information about the system are being updated to reflect these
changes.
*The System Operator is the entity that administers the day-to-day running of the My Health Record
system. The System Operator is currently the Secretary of the Department of Health. From
1 July 2016 the System Operator will be the newly formed Australian Digital Health Agency.

Changes in effect now
The following changes are minor and should not have any notable impact on individuals or
participants in the My Health Record system. They started on 27 November 2015.


The name of the personally controlled electronic health record system is now the My Health
Record system. The legislation (including the rules and regulations) is similarly renamed.
All material, including webpages and brochures, will be updated to reflect the new name and logo.



The Minister can implement an opt-out My Health Record system in trial areas. These have been
specified in My Health Records Rules which commenced on 9 February 2016.
The system currently operates on an opt-in basis for consumers. In opt-out trials – in Northern Queensland and Nepean
Blue Mountains – consumers will automatically have a My Health Record created for them unless they notify the
System Operator that they do not want one.



The meaning of health service now expressly includes aged care, palliative care and disability
services.
Previously there was ambiguity as to whether these services were considered healthcare services and therefore, for
example, whether they were eligible to get an HPI-O and participate in the My Health Record system. This change
removes the ambiguity.



The meaning of health information has been clarified.
This now expressly includes reference to injury and illness, reflecting changes made to the meaning of “health service”.



A new permitted health situation is established under the Privacy Act to provide for the collection
of third party health information as part of providing a health service to a person.
This means that an individual’s record can include information about a third party such as a family member where it is
relevant to the individual’s healthcare – for example, in relation to the ongoing treatment of a patient’s hypertension,
the information may reference the fact that the patient’s mother has a heart condition. This applies to healthcare
records in general, not just the My Health Record.



The System Operator can communicate electronically with individuals and participants.
Until now the System Operator has had to communicate decisions to individuals by letter. The System Operator can
now collect individuals’ email addresses and mobile phone numbers (optional) to communicate by email or SMS.
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Records in the My Health Record system will be held for 30 years after the individual (about
whom the record relates) dies or, if that is not known, 130 years from their date of birth.
The System Operator previously had to store records for 130 years from the time it was uploaded if the date of death
was unknown.



Regulations can authorise other entities to collect, use, disclose and adopt healthcare identifiers.
This means it is possible for regulations to prescribe entities such as the National Disability Insurance Agency to use
healthcare identifiers. Previously this could only be achieved through amendments to the Act.



The term “network hierarchy” of a healthcare provider organisation is no longer used and is now
just referred to as a “network”.
A network of healthcare provider organisations is a group of healthcare provider organisations linked together. A
network consists of a seed organisation (the head of the network) and one or more other healthcare provider
organisations.



If the System Operator decides to cancel/suspend an individual’s My Health Record or other
entity’s registration, the decision has effect from the date of notification or a specified date.
This removes a previous ambiguity about when such a decision would take effect.

Changes in effect from 18 December 2015
The following change will affect healthcare providers providing assisted registration and commenced
on 18 December 2015.


Organisations providing assisted registration will no longer need to store individuals’ signed
application forms, and may dispose of forms they already hold.
Healthcare provider organisations will still need to obtain a person’s consent before helping them to register for a My
Health Record. Previously, organisations had to store forms for three years, or send them to the System Operator to
store for three years.

Changes in effect from 1 March 2016
The following changes affect the legal obligations of participants in the My Health Record system.
They started on 1 March 2016.


Healthcare provider organisations and other participants no longer need to enter into a
participation agreement with the System Operator as obligations in the agreement are now
included in My Health Records Rules (where still relevant).
Healthcare provider organisations and other entities previously had to enter into a participation agreement in order to
register. This change makes the process of registering simpler because the entity no longer needs to select the type of
participation agreement appropriate to their legal entity and enter into it as part of their registration application. For
organisations that are already registered, their participation agreement is still valid so the System Operator will contact
them regarding the termination of their participation agreement.



The legislation requires all participants to notify the System Operator of potential and actual data
breaches.
Healthcare provider organisations were previously subject to this requirement via the participation agreement. This
change centralises the notification requirement for all participants in the My Health Records Act. These changes also
make clearer what constitutes a data breach and when an entity needs to report it.
A data breach is an unauthorised collection, use or disclosure of health information in an individual’s health record or
an event or circumstance that may compromise the security or integrity of the My Health Record system. Where there
is a potential data breach healthcare provider organisations must take steps to contain and evaluate the breach. The
healthcare provider organisation must also report the potential breach to the System Operator as soon as practicable.
Data breaches can be notified by calling the My Health Record help line on 1800 723 471.
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The My Health Record system operates without the need to rely on intellectual property licences
to avoid infringing copyright.
Organisations no longer need to license the System Operator (and be licensed) so that information uploaded to the My
Health Record system can be used, copied, etc., in order to avoid infringing the author’s copyright. This change
establishes an exception so that use of this information does not constitute an infringement of copyright, including once
it is downloaded from the My Health Record system for health and other permitted purpose’s.



Authorised and nominated representatives of individuals need to act in accordance of the will
and preferences of the individual they represent.
Previously a representative was required to act in the best interests of the individual they represent. This change
reflects international changes in the treatment of individuals who require supported decision-making.



Healthcare providers whose professional registration (or membership in a professional
association if they are not registered with AHPRA) is cancelled, suspended, lapsed or conditional
are prohibited from authoring anything that is uploaded to a My Health Record unless they are
suspended because their registration (or membership) fees are overdue by less than six months.
It is intended that healthcare providers who do not have the appropriate professional authority should not author
information that is uploaded to the My Health Record system given the clinical risks. The only exception is for those
providers who simply haven’t paid their renewal fees. There was previously no restriction on this occurring.



The System Operator is now able to remove (or instruct the removal of) documents from a My
Health Record if they are uploaded by a healthcare provider without the necessary professional
registration (or membership).
The System Operator can remove (or instruct a healthcare provider organisation to remove) documents with a
defamatory statement or that may affect the security/integrity of the system. This change addresses circumstances
where a provider’s professional registration is suspended and their documents could pose a clinical risk.



Healthcare provider organisations are now expressly authorised to upload information to a My
Health Record if it includes relevant information about a third party.
This change addresses concerns that providers have had about including third party information in an individual’s My
Health Record. It enables a healthcare provider to upload information which includes, for example, reference to the
fact that a patient’s mother has a heart condition in relation to the ongoing treatment of the patient’s hypertension.
Certain state laws (specified in regulations) may still require the provider to get express or written consent from the
third party before uploading certain sensitive information – for example, in relation to the patient’s medical history, the
information may reference the fact that the patient’s mother was diagnosed with HIV during pregnancy (in this case
the NSW Public Health Act 2010 required a provider to get express consent of a person with HIV before disclosing it).



The System Operator can temporarily suspend access to a My Health Record by an individual,
representative or participant for security, technical or operational reasons.
This power was previously limited to suspension for reasons associated with the participant’s IT system, risk to the
individual or the representative’s eligibility. It has been expanded to support situations such as where the participant’s
physical security arrangements pose a risk or the validity of an individual’s identity verification is under investigation.



The System Operator can collect, use and disclose information about an individual who has opted
in for the purpose of including their health information in their My Health Record.
This change removes any doubt about the System Operator’s ability to take these actions.



If an entity is authorised (by law) to provide information to a healthcare provider, the
information can be provided to an employee or person acting on behalf of that healthcare
provider (or an employee/contractor acting for the contracted service provider).
This reflects the practical operation of healthcare provider organisations that may have a variety of different structures
governing their business and impacting on how information is received by the organisation. All authorisations,
obligations and penalties set out in the Healthcare Identifiers Act now apply to all relevant entities, notwithstanding
different structures.
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Changes relating to healthcare identifiers


Additional sanctions are available in relation to the HI Service.
Unlike the My Health Record system, the HI Service previously had no form of sanctions for a breach other than
imposing a criminal penalty or doing nothing. As part of aligning the frameworks of both systems, sanctions available
in the My Health Record system (namely, that a person or entity may give an enforceable undertaking, or be the subject
of an injunction, to take or refrain from taking certain actions to comply with the requirements) are now available in
the HI Service. This broader range of sanctions enables a more robust enforcement framework that is consistent with
the My Health Record system and that allows the sanction to be better proportioned to the seriousness of the offence.



Healthcare provider organisation information which is collected as part of assigning a healthcare
identifier to an organisation is now automatically published on the Healthcare Provider Directory
without the need for their consent.
The healthcare identifier of a healthcare provider organisation (an HPI-O) will is no longer treated as identifying
information. This approach reflects the treatment of such information by the Privacy Act 1988 where it is considered
general business information, not personal or identifying information.
The HI Service Operator is authorised to publish contact and other details of the healthcare provider organisations
registered with the HI Service. This will help improve communication between healthcare providers, and will reduce
administration by removing the need for provider organisations to have to consent to publication.



Any entity who knows a healthcare provider’s healthcare identifier may provide it to that
healthcare provider.
This is to allow healthcare providers easy access to their healthcare identifiers which may have been previously
unknown to the healthcare provider. This is currently limited to certain entities.



A healthcare provider can adopt (for their organisation’s records) the healthcare identifiers of a
person’s authorised and nominated representatives.
It may be necessary for healthcare providers to use the representatives’ healthcare identifiers in order to correctly
associate the representative with the patient.



The obligation of healthcare provider organisations to update particular information about them
held by the HI Service Operator is expanded to ensure that all information held by the HI Service
Operator is maintained.
The move to include all healthcare provider organisations in the Healthcare Provider Directory means that all
information held by the Service Operator needs to be maintained. A civil penalty of up to 100 units applies if a person
knowingly or recklessly fails to comply with this provision (up to $18,000 for individuals and $90,000 for bodies
corporate). Responsible Officers and Organisation Maintenance Officers have additional obligations to update their
organisation’s professional and contact information direct to the HI service. The HI Service Operator will share that
information with the My Health Record system to ensure that information is up to date.



The HI Service Operator can disclose identifying information about an individual to a healthcare
provider in order to provide a healthcare identifier to the provider.
When a healthcare provider requests an individual’s healthcare identifier from the HI Service Operator, they provide
identifying information about the individual. The Service Operator is not always able to exactly match this information
to an individual so it is cannot provide the healthcare identifier. This change improves the success rate of matching a
healthcare identifier to an individual and providing to the healthcare provider.



The System Operator can disclose an individual’s healthcare identifier to the individual or a
responsible person (as defined by the Privacy Act).
The System Operator could already disclose this healthcare identifier to the HI Service Operator and healthcare
providers. This additional power makes it easier for individuals and responsible persons to get an individual’s
healthcare identifier – for example, as part of their dealings with the System Operator rather than being referred to the
Service Operator.
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Changes to penalty provisions


The unauthorised collection, use or disclosure of information in the My Health Record system, of
healthcare identifiers or of other information collected in relation to either the My Health Record
system or HI Service is subject to civil and criminal penalties.
These changes better protect the sensitive information that can be contained in a My Health Record and allow for the
System Operator to respond more proportionally to the seriousness of a breach.
Previously, misuse of healthcare identifiers was subject to criminal penalties while misuse of My Health Record
information was subject to civil penalties. This change aligns the enforcement options under the HI Act and the My
Health Records Act and supports a graduated range of mechanisms to address contraventions allowing sanctions to be
appropriately applied in a range of circumstances, proportional to the seriousness of the breach. Penalties do not apply
if a mistake has been made.
Misuse may incur a penalty of up to two years’ imprisonment or a fine of up to 600 penalty units ($108,000 for
individuals or $540,000 for bodies corporate). Penalties will apply slightly differently to partnerships, incorporated
associations and trusts.



If a participant (not including healthcare providers) takes My Health Record system information
outside Australia, they are subject to civil and criminal penalties.
There is a prohibition on My Health Record system information being taken outside Australia which is consistent with
broader Government policy regarding security of information collected by the Commonwealth. This action was
previously subject to a civil penalty. The broadening of the penalties to include criminal penalties reflects the
sensitivities of information in the My Health Record system and allows responses to match more proportionally to the
seriousness of a breach. A participant may incur a penalty of up to two years’ imprisonment or a fine of up to 600
penalty units ($108,000 for individuals or $540,000 for bodies corporate). Penalties apply slightly differently to
partnerships, incorporated associations and trusts.



The penalty for failing to comply with the My Health Records Rules (previously known as the
PCEHR Rules) will increase to 100 penalty units (up to $18,000 for individuals and $90,000 for
bodies corporate).
The current penalty is 80 units ($14,400 for individuals and $72,000 for bodies corporate). This increase better protects
the sensitive information in the My Health Record system.

Changes in effect from 3 March 2016
The following changes affect the content of the My Health Record system, individuals in trial sites
and may affect healthcare providers. They started on 3 March 2016.


Individuals in the Nepean Blue Mountains and Northern Queensland may have a My Health
Record created for them as part of the opt-out trials.
A record will be created if a person’s Medicare address is located in a postcode specified in the My Health Records
(Opt-out Trials) Rule on 3 March 2016. Individuals will be notified in writing and given the opportunity to opt-out.

Changes in effect from 1 July 2016
The following changes will affect the governance of the My Health Record system. They will start on
a date yet to be specified (known as the governance restructure day) but is expected to be
1 July 2016 to allow time for the Australian Digital Health Agency (previously referred to in the
explanatory memorandum to the My Health Records Bill as the Australian Commission for eHealth)
to be established.


The Independent Advisory Council and Jurisdictional Advisory Committee will be abolished.
New committees will be established in the Australian Digital Health Agency to meet these functions.

March 2016

6



The Australian Digital Health Agency will become the My Health Record System Operator.
The System Operator is the entity that administers the day to day running of the My Health Record system. The
Secretary to the Department of Health is currently the System Operator. A new regulation will need to be made to
change the System Operator to the Australian Digital Health Agency.



The Minister will be required to consult the Australian Health Ministers’ Advisory Council and the
System Operator before making My Health Records Rules (previously known as PCEHR Rules).
The Minister is currently required to consult the Independent Advisory Council and Jurisdictional Advisory Committee.
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