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Learning Objectives

1. Describe how to use the My Health Record system accurately and responsibly in accordance
with the My Health Records Act

2. Understand the legal obligations for organisations and individuals using the system, and the
consequences of breaching these obligations

3. Develop policies and procedures for using My Health Record and ePIP that comply with
legislative requirements

4. Understand the My Health Record changes introduced in 2026 and what they mean for your

practice
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Learning Objective 1

Describe how to use the My Health Record system accurately and responsibly in accordance with
the My Health Records Act
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My Health Record legislative framework

The My Health Record system operates under the
My Health Records Act 2012 and The Privacy Act 1988.

The Acts establish:
- The role and functions of the system
- A registration framework
- A privacy framework

OAIC: Australian privacy principles



https://www.oaic.gov.au/privacy/australian-privacy-principles/australian-privacy-principles-quick-reference/

Healthcare Identifiers Service

Y%

IHI

Individual Healthcare

Identifier My Health Record
HPI-I . HPI-O
Healthcare Provider Who rece_lved Healthcare Provider
Identifier-Individual the service Identifier-Organisation

Who provided Where the

service was

the service STVt

Roles and responsibilities
Healthcare

event T : :
OMO Organisational Maintenance Officer

RO Responsible Officer
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Authorising Users, Access and Security

» Ensure users are AHPRA registered / have an
HPI-I

* Record HPI-O and HPI-l in practice software

« Communicating user identity to the System
Operator

* Physical security

« Mitigation Strategies: risk assessments, audit

reports

If using the National Provider Portal, add and maintain users in HPOS

o DS

My Health Record
Roles and Responsibilities Matrix
Role Employee from | IHI My Health | ViewMy | Author Upload | Manage
general practice | search | Record Health clinical clinical | organisation
and Assisted Record documents | document | interactions
download | Registration | and foraMy |[toMy with HI
download | Health Health Service and
clinical Record Record | My Health
documents Record
Responsible Officer |Business Owner Vv
(RO)
Organisation Mainten |Practice Vv
ance Officer (OMO)  |Manager
Authorised Employee |Receptionist v
(HI Service only)
Authorised Employee |Social Worker / | v v v
(My Health Record  |Aboriginal and
system) Torres Strait
Islander health
worker
Provider (HPI-I) GP I Reqistered v v v v v
MNurse

[
AR
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Maintain quality data

Uploading accurate

information

Use clinical coding

Healthcare providers are under an obligation to take
reasonable steps to upload accurate and up-to-date
information (this is an obligation that exists already when
sharing patient information with other providers)

Select from existing drop-down lists when adding to Past
History

Only chronic and significant medical conditions in Past History
Avoid duplication of conditions

Clean up Health Summary Information (Allergies, Current
medications, Immunisations, Past History)
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Aunstralian Gosernment ‘ '

Austrufion Digital Health Agency My Health Record

Data Quality Checklist for all ‘active’ patients

Demographics - are the contact details up-to-date?

e DNouble-click on the patient s telephone number to chec

Loodplie-CucCK O e Datient S iewepnone JIMoer 10 CNecCx D t I.I
Medication List - is the Current Meds list accurate? h kI i
e Right click to delete/cease medications no longer relevant C eC St

Past History List - does it contain only significant
conditions that a hospital or specialist would need
to know?

e |f none, tick N nificant past history IPMH/ box

* Ifnone, tick No Known Allergies/Adverse Reactions/Nil Know: ADHA Data Quality Checklist
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https://www.myhealthrecord.gov.au/sites/default/files/factsheet-data-quality-my-health-record-20170503.pdf?v=1521776350

Learning Objective 2

Understand the legal obligations for organisations and individuals using the system, and the

consequences of breaching these obligations
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Standing consent

Providers who have a legitimate reason to access the My
Health Record (e.qg. to provide care to a patient) are
authorised to do so subject to patient controls.

A provider is authorised by law to access and
Authority to access upload clinical documents without gaining
consent of the patient each time in order to
provide healthcare to the patient.

and upload

AMA Guide

H
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https://ama.com.au/arti%20cle/ama-guide-usingpcehr

Individuals control who has access to their record

They can choose to restrict access The n restr ccess to their
€y Can restrict access to thel They can subscribe to SMS or
to specific documents in their My record by establishing a code _
: email alerts that report in real All instances of access to My
Health Record by establishing a (RAC) that will mean only
} time when a new health provider Health Record are monitored and
code (LDAC) organisations given the code can i e gt .
organisations accesses their My logged
access any part of their My Health <
< . Health Record
Any Organisation given the LDAC Record

can access those documents
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Consumer view & access controls How to set access controls

Use myGov to look at your My Health Record. If you don’t have a myGov account, go online to my.gov.au to
set one up. Once you have logged in to myGov, select ‘Services’, then select the 'Link” button to set up your
My Health Record. You will need to identify yourself by answering a series of questions about your last visit
to a healthcare provider.

The National Consumer
How to set a Record Access Code [RAC)
Log in to your My Health Record via myGov

portal gives the consumer

= W o
@ Select ‘Privacy & Access’ ":‘ — ,-—-\ N ~
a view of clinical | )

In the ‘Document Access Settings’

documents in My Health section select ‘Manage Access’ R

Record and aIIOWS them to @ A drop-down list appears. Select “_“l.q- f il -0

‘Manage Access’ from the list

control access —_ N

How to set access controls

NS
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https://www.myhealthrecord.gov.au/sites/default/files/hd398_a4_booklet_control_who_can_look_at_your_health_information_20190212_wr.pdf?v=1554954248

Ongoing participation obligations

%

% Must not discriminate against an individual

»
*

*

Uploaded information is accurate, up-to-date, not misleading and not defamatory;

o
*%

* Not upload information where an individual has withdrawn consent

o
%

* Only upload a clinical document prepared by a registered healthcare provider (HPI-I)

*
*

*

Advise System Operator if you cease to be eligible to be registered

o
%

* Give assistance in relation to any inquiry, audit, investigation or complaint
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Security practices and policies checklist

My Health Record System Security Policy
Managing User Accounts
Identification of Staff

Staff Training

U O 0O O O

Handling of Privacy Breaches and

Complaints
Checklist

EI Risk Assessments B

The checklist is based on the requirements of the My Health Records Rule 2016.
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https://www.legislation.gov.au/Details/F2016C00607
https://www.myhealthrecord.gov.au/for-healthcare-professionals/howtos/security-practices-and-policies-checklist

Training Staff

» Prior to accessing My Health Record & for
ongoing updates

* Accurate and responsible use

+ Legal obligations and consequences of
breaching

« Staff not eligible to access My Health Record
understand their obligations in relation to privacy
and security of patient information

* Maintain register of staff trained to access and

use the system

& ]
22 Australian Government ‘ "
2% Australian Digital Health Agency Recommended

Training Checklist

My Health Recard

Recommended Training Checklist and Declaration

Before using the My Health Record system, you are obliged to undertake training in relation to using
the My Health Record system and the conseguences of breaching those obligations. It is
recommended that My Health Record training includes the below topics [1-8).

Recommended Training Checklist

O 1. View a My Health Record

O 2. Upload dinical information

[ 3. Understand when you can view and upload information

[ a. Appropriate and lawful use of the Emergency Access (“break glass’) function
[ 5. Participation obligations

O 6. Penalties for misuse

7. Data breaches, and how to manage them

&, Clinical incidents, and how ta report them Avallable

from your

i I
Declaration Hﬁ;fﬂ::lrb e

11 have understood the information within the above web pages (1-8)
11 have understood my organisation’s My Health Record Security & Access Policy

First Name: Designation:

Surname:; ) i} Date:

Signature:

ADHA: Recommended training checklist
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https://www.myhealthrecord.gov.au/sites/default/files/recommended_training_checklist_and_declaration-online_version.pdf?v=1582688047

On Demand Training

- HOTIZON

Best Practice Communicare
opT 00T
Medical Zedmed ODT
Director OOT

Consumer
Portal ODT

Fred Dispense
opT

G3 HIPS ODT

Genle ODT

On Demand training
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https://www.digitalhealth.gov.au/using-the-my-health-record-system/digital-health-training-resources/on-demand

National provider portal

. Ve

N wltan (Ngstit Meshih Agemcs Lol

My Health Record

National Provider Portal Login

Before viewing My Health Record in the National
Provider Portal (NPP) you will need;

@ To have a PRODA account
# The organisation you are representing to
have linked your HPI-! to the HPI-O

gin
Don't have a PRODA account? Register now

Not linked to an organisation's Healthcare Provider
Identifier-Organisation? (HPI-0). Learn More

Contact Us

Call the My Health Record Helpline on 1800 723 471,

ct Option 2.

see our list of contacts for other SupRort opuons

THANK YOU §
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In the case of a data breach

-
~ !.f% Australian Government
.4 JERTI - SOTRRCH VNS I et
: ?c alia

5+ Office of the Australian Information Commissioner

Examples:
Guide to mandatory data
+ Infection by malicious software Hiaﬁga?t%tg'ecggr%”s&tg;
« Unauthorised user access to a
patient record
* Hacking attack has compromised
IT system
 Intercepting pager messages
between healthcare providers

trainitmedical.com.au


https://www.myhealthrecord.gov.au/for-healthcare-professionals/howtos/manage-data-breach

Reporting Clinical Incidents

s A clinical incident is defined as "an
B i Saf*v,é event or circumstance that resulted,
Service Standards .
seamter 0 or could have resulted, in
unintended and/or unnecessary
harm to a person and/or a

complaint, loss or damage”.

Q0RO e

24/7 My Health Record helpline 1800 723 471

Source: ACSQHSC
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http://www.safetyandquality.gov.au/wp-content/uploads/2011/09/NSQHS-Standards-Sept-2012.pdf

Strengthened privacy regulations

In November 2018, My Health Record privacy laws were strengthened:

Privacy protections

—_
.

© ® NG A W N

Access by insurers and employers

Access by law enforcement and government agencies

Permanent deletion of a cancelled My Health Record

Greater privacy for teenagers aged 14 and over

Increased penalties for misuse of information

Strengthening protections for victims of domestic and family violence
Operation of the My Health Record system

Use of My Health Record data for research purposes

No commercial use of My Health Record data

trainitmedical.com.au


https://www.myhealthrecord.gov.au/about/legislation-and-governance/summary-privacy-protections

Penalties for misuse

Access to My Health Record is limited to provisions in the law

trainitmedical.com.au



Learning Objective 3

Develop policies and procedures for using My Health Record that comply with legislative

requirements

trainitmedical.com.au



Putting policies in place

Policies for organisations using My Health Record:

 NASH certificate policy
« My Health Record security and access policy

Policies for General Practice eligibility for PIP eHealth Incentive:
« Data records and clinical coding policy

« Secure Message Delivery policy
* ePrescribing policy

Organisations should develop, maintain, enforce and communicate written policies to all staff
fo ensure use of My Health Record is secure, responsible and accountable.

trainitmedical.com.au



My Health Record security and access policy

“The My Health Record system Rule states that in order to participate in the My
Health Record system, your organisation needs a written policy in place to
address access and security issues relating to the use of the system.”

Policy must include:

« Managing user accounts to access My Health Record

« How staff requesting access to My Health Record will be identified
« How staff training on use of My Health Record will be provided

« Physical and information security measures

« Mitigation strategies to ensure risks can be identified

» Assisted Registration protocols

« Document controls (versions, reviews, amendments etc)

Policy must be revised at least annually and be provided to the system operator on request

trainitmedical.com.au



Mmlhﬂﬂﬁimm&nt ‘

Amstralian Digital Health Ageney My Health Record pﬂl.i'l:iES tﬂ pa I"tiCipatE

Overview of policies required to participate in digital health

This document provides an overview of the policies that are required for healthcare organisations to participate in digital health.

Directory Name Objective of the policy Sampile Policy

My Health Record T'o govern the use of the My Healt 0 , the My Health R =1 to participat thia My Download a sample
t t ¥ policy

systemn Policy

= ess for identifying a person who g the person’s
y to the System Operator where re
d] the physical and information security me der organsation
and people accessing the My Health Rec uding

. restricting access to tho
I. uniguely identifying ind

unigue igentity prot

Ii. Naving passwornd an

e] mitigation strat
healthcare prov

fl where the healthc
prowide ass

[imi] the manner of recording a
process and critena for identif

Source: myhealthrecord.gov.au
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https://www.myhealthrecord.gov.au/sites/default/files/dh-overview_policies_to_participate_20180817.pdf?v=1534468261

NASH certificate policy

Th :
What is NASH? @ NASH PKI'is a set of hardware, software, policies and
procedures that let the recipient of an electronic communication
. . know that:
What does the NASH policy need to include? °

the sender of the communication was recorded as being

 \Who can use the certificate
 |dentifies individuals / accountability for use
 Administration and maintenance tasks

registered with the HI Service at the time they were issued
with a certificate, and information related to the sender’s
registration can be reliably represented to the recipient for

verification (authentication)

° the communication content has not been changed in transit

between the sender and the recipient (integrity), and

. only the intended recipient is able to open the

communication (confidentiality) of the relying party

(assurance).
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eHealth PIP policies

Electronic Transfer of Prescriptions policy

To enszure the maioriy.of prescriptions generated by our practice are sent electronically to a
prescription exchange service (PES)

Background

Electronic medication management (eMM) enables all stages of the prescribing, dispensing and
supply of medicines fo be completed electronically. Elecironic medication management has the
potential to reduce errors and adverse dication outs .eTPis an tial part of elect
medication management.

Qur practice supports a prescribing process where the prescription is generated electronically,
encrypted and authenticated via an organisational digital electronic signature and transmitted securely
for dispensing by a pharmacy.

Practice procedure
Qur practice:
= ensures that all prescribers use, where appropriate, eTP as a component of their prescribing
process and has selected conformant clinical seftware for the eTP
= provides practice-based education and skills fraining to all staff to ensure competency in the
use of the eTP.

Software requirements
The eTF software used in our pracfice is: eRx

Staff responsibility
It is the respongibility of all healthcare prescribers to use, where appropriate, eTF as part of their
prescribing process.

Itis the responsibility of all administrative staif to support the use of eTP by undertaking any
administration tasks involved in the maintenance or use of the eTP software. When any problems
arise with the eTP software within our practice, the appropriate software vendor and/or the company
that provide IT support for the practice, will be confacted to assist in resolving the problem in a timely
Manner.

Related resources

RACGP Standards for general practices (" edition)
hitps:/iwww racqp.org. awrunning-a-practice/practice-standards/standards-5th-edition/standards-for-
aeneral-practices-5th-ed

RACGP Information security in general practice
hitps: /v racqp. org. awrunning-a-practice/security/protecting-your-
security-in-general-practice

Data Records and Clinical Coding policy

Practices must ensure that where clinically relevant, they are working towards recording the_majority.
of diagnoses for active patients electronically, using a medical vocabulary that can be mapped against
a nationally recognised disease classification or terminclogy system. Practices must provide a written
policy to this effect to all GPs within the practice |

Our practice ensures that important elements of our patients’ health information is recorded in their
health record consistently, regardless of the provider they see. The clinical terminologies used are
based on agreement by our practice and/or the practice team

Background and rationale

Using consistent clinical coding terminologies will support better utilisation of searchable chronic
disease registers and avoid confusion that can result from “free text’ descriptions in the health record.
Best practice is the use of medical vocabulary that can be mapped against a nationally recognised
disease classification or terminology system

Practice procedure
Our practice:
« discourages the use of free-text coding for the recording of allimportant diagnoses and
current and past clinical history in patients’ health records
* isworking towards consistent recording by encouraging the use of agreed clinical coding
terminologies by using, for example, a ‘pick list' or ‘drop down box’ function in the clinical
desktop system
= uses clinical coding terminologies, at 2 minimum, for all_‘active patients’ of the practice’
« provides practice-based education and skills-based training to all healthcare providers and
staff to ensure compliance with the policy and competency in the use of the technology.

Software requirements
The clinical desktop system used in our practice is:

Medical Director
The medical vocabulary used in the clinical desktop system is:

DOCLE

1 The definition of an ‘active’ patient is a patient who has attended the practice three (3) or more times
in the past two (2) years.

Secure Messaging Delivery policy

To enzure that our practice utilises standards-compliant secure messaging systems that have the
capability to both securely send and transmit clinical messages to and from other healthcare
providers.

Background

Secure electronic m ing significantly I the chance of clinical information being accessed
and read by a non-healthcare recipient. While electronic transmission carries an inherent risk of
inadvertent wider broadcast of information, it also offers the opportunity to protect information more
efficiently through higher security standards_|

Practice procedure

Qur practice:

« sends and receives correspondence and reporis to and from our clinical deskiop system to
other healthcare providers fhroygh the use of conformant secure messaging software.

= supporis all healthcare providers in our practice to actively use secure messaging software to
send and receive patient documentation, where feasible

» adheres to the use of compliant software fo ensure that message contents are encrypted for
the entire transmission process using appropriate digital cerlificates

= has verified that the installed software for SMD has been configured in accordance with ok

= Commissioning Requirements

* does not support or condone the use of insecure electronic methods of transmission for
communications containing identifiable clinical information

= encourages a sustained increase in the use of standards-compliant secure messaging
systems

= can demonstrate that the product is interoperable with other standards-compliant products

= uses a Mational Authentication Service for Health (MASH) Public Key Infrastructure (PKI)
organisation certificate

= provides practice-based education and skills-based training to all healthcare providers and
staff to ensure compliance with the policy and competency in the use of the technology.

Software requirements
The secure messaging software used in the practice is: Healthlink, and Argus

Staff responsibility
It is the responsibility of all healthcare providers in our practice to send electronic health information
using secure messaging systems as outlined in this policy.

RACGP eHealth PIP policy templates

trainitmedical.com.au



https://www.racgp.org.au/running-a-practice/practice-resources/practice-tools/general-practice-policy-and-procedure-templates

Learning Objective 4

Understand the My Health Record changes introduced in 2026 and what they

mean for your practice

trainitmedical.com.au



2026 changes to My Health Record

There have been several significant My Health Record changes in t I

2025- 2026. They fall into 2 distinct categories:

Better and faster access to results

* Oct 2025 - faster access for most pathology

« Early 2026 — faster access for diagnostic imaging
« 1 July 2026 - Share by default

Stricter security access and record keeping obligations
took effect April 1, 2026 replacing the 2016 rules.

The My Health Record Rules 2026 shift practices from
passive compliance to active governance

trainitmedical.com.au



Pathology and diagnostic imaging shared by default

Pathology and diagnostic imaging providers must now upload written reports to a patient's My
Health Record by default, unless an exception or approved extension applies. This includes:

« Blood and urine pathology

« X-ray reports

 CT, PET scans and MRI reports
« Ultrasound reports

« Mammography reports

The actual diagnostic images are not uploaded under this requirement
it is the report
There are exceptions to this rule e.g. patient request

Note there are exceptions to this rule such as on patient request not to upload a report

trainitmedical.com.au



Pathology and diagnostic imaging — faster access

The delay in uploading reports to My Health Record for patients to see has been reduced from 7 to 5
days for some reports and no delay for many others:

My Health Record - Results Access Delays: Before vs 2026

BEFORE 2026 CHANGES 2026 CHANGES

Diagnostic Imaging

anatomical and cytopathology tests,
genetic tests

(- )
er NO DELAY aer 5 DAYS
C) C)

DIAGNOSTIC IMAGING

Most pathology

Limb X-rays Other imaging
7 DAYS | ;:::G NO DELAY |;::é9 5 DAYS
I Healthcare providers can access results as soon as they are uploaded. I

trainitmedical.com.au



My Hea Ith Reco rd ru Ies 2026 Revised security and access policy requirements for healthcare provider organisations

My Health Records Rules 2026

Th ese n eW ru Ies re p I ace th e My H ea Ith Reco rd re I eva nt Healthcare provider organisations participating in My Health Record must comply with a number of
ru Ies i ntrod u ced i n 201 6 participation obligations, including establishing and maintaining a security and access policy.

The My Health Records Rule 2016 (the 2016 Rule) has been replaced by the My Health Records
Rules 2026 (the 2026 Rules), which came into effect on 1 April 2026. Under the 2026 Rules, the
requirements relating to healthcare provider organisations secunity and access policies are now set out in

I d I 1 rule 21 and rule 43, replacing rule 42 and rule 44 of the 2016 Rule. Organisations that were registered
For healthcare prOVI er Organlsatlons’ the Changes Strengthen with the My Health Record systermn before 1 April 2026 are required to update their security and acoess
and Clarlfy Obllgatlons around. policy to comply with the new Rules by 1 October 2026.
° t While the core obligations in rules 21 and 43 remain largely unchanged., several important requirements
Secu rl y have been introduced. This includes the introduction of new record keeping requirements set out in rule 45
of the 2026 Rules, which require organisations to maintain records demonstrating how they implement key
i a CceSS CO n t ro I S elements of their security and access policy. The tables below summarise the key changes. All other
. . . . matters remain unchanged from the 2016 Rules. However, organisations should review the full text of the
[ ] Staff traln | ng and authorlsatlon relevant rules to ensure their security and access policy fully complies with all applicable requirements

under the 2026 Rules.

* user-accou nt management Rule 21 — Organisation must have security and access policy
* record keeping Topics, —r——

. t d I . . Procedures for managing In addition to procedures for authorising access to the My Health Record
Secu rl y a n access po ICI eS - user accounts system and deactivating or suspending user access where a user leaves
{rule 21(2)}a}) of the Rules) the organisation, has their security compromised or no longer requires

access to My Health Record (already required under Rule 42(4)(a) of the

There is a transition period for organisations that were already 2016 Fule),fhe polley mustnow alsa outine:

= procedures that will be used to create and modify user accounts,

participating in My Health Record. From 1 October 2026, all and

» procedures for suspending or deactivating user accounts where

participants are expected to comply with the 2026 Rules. the usr s an ndidual ealicare provide that ceases (0 be

linked to the organisation.

2026 My Health Record changes factsheet

® .O\,,A oY ( S ©
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https://www.digitalhealth.gov.au/sites/default/files/documents/revised-security-and-access-policy-requirements-for-healthcare-provider-organisations.pdf

Security and Access Policy — key changes

Policy Review & Revision: The policy must be updated by 1 October 2026 to align with
Rules 21 and 43 which deal with managing user access to My Health Record.

Universal Application: The policy must address the specified topics regardless of
organisation size due to the removal of former exemptions for smaller or remote
organisations.

Dedicated Data Breach Protocols: the policy needs to explain how the organisation
identifies, manages and responds to My Health Record data breaches.

The policy MUSTt be reviewed at least annually or
when any significant change takes place.

trainitmedical.com.au



Security and Access Policy

User Account & Access Management

Strict Individual Account Controls: Elimination of shared or
generic staff logins; every access event must map directly to an
individual user identity.

Lifecycle Governance: Formalized processes for user account
creation, role updates, prompt unlinking of uncredentialed/departed
staff, and regular internal access reviews.

Audit Trail Reviews: Practice Managers/OMOs should regularly
monitor user access and audit logs for unusual or unauthorized
activity.

trainitmedical.com.au



Security and Access Policy — protecting My Health Record information

Physical security

« Secure practice premises and work areas

« Privacy screens where appropriate

« Preventing unauthorised access to computers and records
Information & cybersecurity

« Strong passwords and secure user access

« Antivirus and malware protection

« Security updates, patches and system maintenance

» Appropriate backups and data protection

Access monitoring

« Ability to identify individual users

* Monitoring and investigating unusual or unauthorised access

* Promptly removing access when staff leave or no longer require it
Staff awareness

« Staff understand their privacy and security responsibilities

« Security incidents and suspected breaches are reported promptly

trainitmedical.com.au



Staff Training & compliance documentation

Fact sheeat

Recommended My Health Record Training

e e T Pre-Access & Refresher Training: Staff must
Healhcar\eprﬂvidarc-rganisatiunsmuslpruvidest;ﬁwim My Health Record training before they Complete mandatory training On privacy, Security, and

are authorised to use their system, following any significant changes o My Health Record

el sy T g s o v legal obligations before access is granted, followed by

e annual refresher training. Minimum annually.

Details of training provided to staff must be set outin the organisation®s My Health Record securit
and sccess policy. Healthcare organisafions may be required to provide evidence of how they
comply with thess obligations and must keep a record of the organisations provision of fraining via

amaintasined training record. The organisation must retsin the tmining record for 5 years, staring Extended Record Retention: PraCticeS must retain

on the day the training record was created.

verifiable proof of staff training and operational
Staff can acoess a range of free online eleaming modules sbout My Health Record via the

Australian Digital Health Agency Online Leaming Portal. At a minimum, staff should complete the Compliance IOgS for a mandatory minimum periOd_

My Health Riecord sacurity, privacy and access eLeaming module.

Staff may be directed o attend a webinar hosted by the Australian Digital Health Agency. A list of
available events can be found on the Agency’s webinar page.

‘Organisation s interested in hosting eleaming modules on their own leaming management systam
can contact engagement@dinitalhealth .pov.au.

ADHA Recommended My Health Record training
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Security and Access Policy — how it is applied

« Communicating & making the policy accessible
« Keeping the policy up-to-date

* Record keeping

Topics Retention Period

Frocedures for authorising users and managing user accounts o years
Training 5 years
FProcess for identifying the individual who accesses a person's record (on each 2 years
occasion).

Frocess for ensuring compliance with My Health Record data breach obligations 2 years
Security Measures 2 years
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Checklist ARE YOU READY
FOR OCT 1, 20267

Topic Action

Policy Security & Access Policy reviewed and updated
Access User roles and individual access checked
Training All authorised users trained

Accounts Joiner/mover/leaver processes working
Records Required evidence being retained

Physical, information and cyber controls

Securit
y documented

Incidents Data-breach response process understood

trainitmedical.com.au



www.digitalhealth.gov.au
Using My Health Record System: Healthcare provider education and training
Digital Health healthcare provider education and training

Digital Health Factsheets and Resources

Digital Health Agency Youtube channel

ADHA — Recommended training list

My Health Record practice managers handbook | ADHA and AAPM 2021
PIP eHealth Incentive

My Health Record legislation and governance

My Health Record Data breach notification online form

Healthcare ldentifiers service

ADHA Podcasts (including My Health Record episodes)

ADHA Online Learning portal

Australian Privacy Principles Quick Reference | OAIC
AMA : What you need to know — Health Care Records | AMA

Digital health policy templates

My Health Record participation obligations and policy information
ADHA — My Health Record security and access policy template
RACGP — Policy and procedure templates hub

SEMPHN — My Health Record Security and Access policy template

Train IT Medical trainitmedical.com.au


http://www.digitalhealth.gov.au/
https://www.digitalhealth.gov.au/home/using-the-my-health-record-system/training-resources/on-demand-training
https://www.digitalhealth.gov.au/healthcare-providers
https://training.digitalhealth.gov.au/pluginfile.php/99722/mod_resource/content/35/content/index.html#/lessons/oUPZ3uBC_D6qSsKqOdB34UlWQxSJYJLY
https://www.youtube.com/user/eHealthAus
https://www.youtube.com/user/eHealthAus
https://www.youtube.com/user/eHealthAus
https://www.digitalhealth.gov.au/sites/default/files/documents/my-health-record-recommended-training-list.pdf
https://www.digitalhealth.gov.au/sites/default/files/documents/my-health-record-recommended-training-list.pdf
https://www.digitalhealth.gov.au/sites/default/files/documents/my-health-record-recommended-training-list.pdf
https://www.digitalhealth.gov.au/sites/default/files/2022-07/mhr-practice-manager-handbook.pdf
https://www.digitalhealth.gov.au/healthcare-providers/practice-incentives-program-ehealth-incentive-epip
https://www.digitalhealth.gov.au/healthcare-providers/practice-incentives-program-ehealth-incentive-epip
https://www.digitalhealth.gov.au/about-us/policies-privacy-and-reporting/my-health-record-legislation-and-governance
https://www.digitalhealth.gov.au/about-us/policies-privacy-and-reporting/my-health-record-legislation-and-governance
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record/data-breaches/my-health-record-data-breach-notification
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record/data-breaches/my-health-record-data-breach-notification
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/healthcare-identifiers
https://www.digitalhealth.gov.au/newsroom/podcasts
https://training.digitalhealth.gov.au/mod/page/view.php?id=958
https://www.oaic.gov.au/privacy/australian-privacy-principles/australian-privacy-principles-quick-reference/
https://www.oaic.gov.au/privacy/australian-privacy-principles/australian-privacy-principles-quick-reference/
https://www.amansw.com.au/wp-content/uploads/2022/05/0695-WYNTK-Health-Care-Records-7_4_22.pdf
https://www.amansw.com.au/wp-content/uploads/2022/05/0695-WYNTK-Health-Care-Records-7_4_22.pdf
https://www.amansw.com.au/wp-content/uploads/2022/05/0695-WYNTK-Health-Care-Records-7_4_22.pdf
https://www.amansw.com.au/wp-content/uploads/2022/05/0695-WYNTK-Health-Care-Records-7_4_22.pdf
https://www.myhealthrecord.gov.au/sites/default/files/dh-overview_policies_to_participate_20180817.pdf?v=1534468261
https://www.digitalhealth.gov.au/sites/default/files/documents/my-health-record-security-and-access-policy-template.docx
https://www.digitalhealth.gov.au/sites/default/files/documents/my-health-record-security-and-access-policy-template.docx
https://www.digitalhealth.gov.au/sites/default/files/documents/my-health-record-security-and-access-policy-template.docx
https://www.racgp.org.au/running-a-practice/practice-resources/practice-tools/general-practice-policy-and-procedure-templates
https://www.racgp.org.au/running-a-practice/practice-resources/practice-tools/general-practice-policy-and-procedure-templates
https://www.racgp.org.au/running-a-practice/practice-resources/practice-tools/general-practice-policy-and-procedure-templates
https://www.semphn.org.au/new-my-health-record-security-and-access-policy-template-now-available
https://www.semphn.org.au/new-my-health-record-security-and-access-policy-template-now-available
https://www.semphn.org.au/new-my-health-record-security-and-access-policy-template-now-available

For further learning and free resources:

enquiries@trainitmedical.com.au
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Access more free practice resources
& blog posts
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https://twitter.com/trainitmedical
https://www.facebook.com/TRAINITMEDICAL/
http://www.trainitmedical.com.au/
https://trainitmedical.com.au/blog
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