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Learning Objectives

1. Describe how to use the My Health Record system accurately and responsibly in accordance 

with the My Health Records Act

2. Understand the legal obligations for organisations and individuals using the system, and the 

consequences of breaching these obligations

3. Develop policies and procedures for using My Health Record and ePIP that comply with 

legislative requirements

4. Understand the My Health Record changes introduced in 2026 and what they mean for your 

practice



Learning Objective 1

Describe how to use the My Health Record system accurately and responsibly in accordance with 

the My Health Records Act



My Health Record legislative framework

OAIC: Australian privacy principles

https://www.oaic.gov.au/privacy/australian-privacy-principles/australian-privacy-principles-quick-reference/


Roles and responsibilities

OMO  Organisational Maintenance Officer

RO     Responsible Officer

Healthcare 
event

Who provided 
the service

Who received 
the service

Where the 
service was 

provided

HPI-O 

Healthcare Provider

Identifier-Organisation

IHI

Individual Healthcare

Identifier

HPI-I

Healthcare Provider

Identifier-Individual

Healthcare Identifiers Service



• Ensure users are AHPRA registered / have an 

HPI-I

• Record HPI-O and HPI-I in practice software 

• Communicating user identity to the System 

Operator

• Physical security 

• Mitigation Strategies: risk assessments, audit 

reports

Authorising Users, Access and Security

If using the National Provider Portal, add and maintain users in HPOS



• Healthcare providers are under an obligation to take 

reasonable steps to upload accurate and up-to-date 

information (this is an obligation that exists already when 

sharing patient information with other providers)

Maintain quality data

Uploading accurate 
information

Use clinical coding

• Select from existing drop-down lists when adding to Past 

History 

• Only chronic and significant medical conditions in Past History

• Avoid duplication of conditions

• Clean up Health Summary Information (Allergies, Current 

medications, Immunisations, Past History)



Data quality 
checklist

ADHA Data Quality Checklist

https://www.myhealthrecord.gov.au/sites/default/files/factsheet-data-quality-my-health-record-20170503.pdf?v=1521776350


Learning Objective 2

Understand the legal obligations for organisations and individuals using the system, and the 

consequences of breaching these obligations



Providers who have a legitimate reason to access the My 

Health Record (e.g. to provide care to a patient) are 

authorised to do so subject to patient controls.

Standing consent

AMA Guide

Authority to access 
and upload

A provider is authorised by law to access and 

upload clinical documents without gaining 

consent of the patient each time in order to 

provide healthcare to the patient.

https://ama.com.au/arti%20cle/ama-guide-usingpcehr


Individuals control who has access to their record



Consumer view & access controls

The National Consumer 

portal gives the consumer 

a view of clinical 

documents in My Health 

Record and allows them to 

control access

How to set access controls

https://www.myhealthrecord.gov.au/sites/default/files/hd398_a4_booklet_control_who_can_look_at_your_health_information_20190212_wr.pdf?v=1554954248


Ongoing participation obligations

❖ Must not discriminate against an individual 

❖ Uploaded information is accurate, up-to-date, not misleading and not defamatory;

❖ Not upload information where an individual has withdrawn consent 

❖ Only upload a clinical document prepared by a registered healthcare provider (HPI-I)

❖ Advise System Operator if you cease to be eligible to be registered

❖ Give assistance in relation to any inquiry, audit, investigation or complaint



Security practices and policies checklist

❑ My Health Record System Security Policy

❑ Managing User Accounts

❑ Identification of Staff

❑ Staff Training

❑ Handling of Privacy Breaches and 

Complaints

❑ Risk Assessments

The checklist is based on the requirements of the My Health Records Rule 2016.

Checklist

https://www.legislation.gov.au/Details/F2016C00607
https://www.myhealthrecord.gov.au/for-healthcare-professionals/howtos/security-practices-and-policies-checklist


Training Staff 

• Prior to accessing My Health Record & for 

ongoing updates

• Accurate and responsible use

• Legal obligations and consequences of 

breaching 

• Staff not eligible to access My Health Record 

understand their obligations in relation to privacy 

and security of patient information

• Maintain register of staff trained to access and 

use the system

ADHA: Recommended training checklist

https://www.myhealthrecord.gov.au/sites/default/files/recommended_training_checklist_and_declaration-online_version.pdf?v=1582688047


On Demand Training  

On Demand training

https://www.digitalhealth.gov.au/using-the-my-health-record-system/digital-health-training-resources/on-demand


National provider portal



In the case of a data breach

Source

Examples: 

• Infection by malicious software

• Unauthorised user access to a 

patient record

• Hacking attack has compromised 

IT system

• Intercepting pager messages 

between healthcare providers

https://www.myhealthrecord.gov.au/for-healthcare-professionals/howtos/manage-data-breach


Reporting Clinical Incidents

24/7 My Health Record helpline 1800 723 471
Source: ACSQHSC

A clinical incident is defined as "an 

event or circumstance that resulted, 

or could have resulted, in 

unintended and/or unnecessary 

harm to a person and/or a 

complaint, loss or damage".

http://www.safetyandquality.gov.au/wp-content/uploads/2011/09/NSQHS-Standards-Sept-2012.pdf


Strengthened privacy regulations

Privacy protections

In November 2018, My Health Record privacy laws were strengthened:

https://www.myhealthrecord.gov.au/about/legislation-and-governance/summary-privacy-protections


Penalties for misuse

Access to My Health Record is limited to provisions in the law

• A record can only be accessed by healthcare providers providing healthcare 
to a patient

• There are strict penalties for misuse, including civil and criminal penalties 
such as imprisonment (up to 5 years) and fines of up to $315,000

• Access history is recorded, including who accessed the record and what 
actions were taken

• Court order is required to release health information to law enforcement or 
government agencies

• Patients can be notified when their My Health Record is accessed



Learning Objective 3

Develop policies and procedures for using My Health Record that comply with legislative 

requirements



Putting policies in place

Organisations should develop, maintain, enforce and communicate written policies to all staff  

to ensure use of My Health Record is secure, responsible and accountable.

Policies for organisations using My Health Record:

• NASH certificate policy

• My Health Record security and access policy

Policies for General Practice eligibility for PIP eHealth Incentive:

• Data records and clinical coding policy 

• Secure Message Delivery policy

• ePrescribing policy



“The My Health Record system Rule states that in order to participate in the My 

Health Record system, your organisation needs a written policy in place to 

address access and security issues relating to the use of the system.”

My Health Record security and access policy

Policy must include:

• Managing user accounts to access My Health Record

• How staff requesting access to My Health Record will be identified 

• How staff training on use of My Health Record will be provided

• Physical and information security measures 

• Mitigation strategies to ensure risks can be identified

• Assisted Registration protocols

• Document controls (versions, reviews, amendments etc)

Policy must be revised at least annually and be provided to the system operator on request



Source: myhealthrecord.gov.au

https://www.myhealthrecord.gov.au/sites/default/files/dh-overview_policies_to_participate_20180817.pdf?v=1534468261


What is NASH?

What does the NASH policy need to include?

• Who can use the certificate

• Identifies individuals / accountability for use

• Administration and maintenance tasks

NASH certificate policy



eHealth PIP policies

RACGP eHealth PIP policy templates

https://www.racgp.org.au/running-a-practice/practice-resources/practice-tools/general-practice-policy-and-procedure-templates


Learning Objective 4

Understand the My Health Record changes introduced in 2026 and what they 

mean for your practice



2026 changes to My Health Record

The My Health Record Rules 2026 shift practices from 

passive compliance to active governance

There have been several significant My Health Record changes in 

2025- 2026. They fall into 2 distinct categories:

Better and faster access to results
• Oct 2025 – faster access for most pathology

• Early 2026 – faster access for diagnostic imaging

• 1 July 2026 - Share by default

Stricter security access and record keeping obligations 

took effect April 1, 2026 replacing the 2016 rules. 



Pathology and diagnostic imaging shared by default

Pathology and diagnostic imaging providers must now upload written reports to a patient's My 

Health Record by default, unless an exception or approved extension applies. This includes:

• Blood and urine pathology 

• X-ray reports 

• CT, PET scans and MRI  reports

• Ultrasound reports 

• Mammography reports 

The actual diagnostic images are not uploaded under this requirement

it is the report

There are exceptions to this rule e.g. patient request

Note there are exceptions to this rule such as on patient request not to upload a report



Pathology and diagnostic imaging – faster access

The delay in uploading reports to My Health Record for patients to see has been reduced from 7 to 5 

days for some reports and no delay for many others:



My Health Record rules 2026

These new rules replace the My Health Record relevant 

rules introduced in 2016.

For healthcare provider organisations, the changes strengthen 

and clarify obligations around:

• security 

• access controls 

• staff training and authorisation 

• user-account management 

• record keeping 

• security and access policies.

There is a transition period for organisations that were already 

participating in My Health Record. From 1 October 2026, all 

participants are expected to comply with the 2026 Rules.

2026 My Health Record changes factsheet

https://www.digitalhealth.gov.au/sites/default/files/documents/revised-security-and-access-policy-requirements-for-healthcare-provider-organisations.pdf


Security and Access Policy – key changes

Policy Review & Revision: The policy must be updated by 1 October 2026 to align with 

Rules 21 and 43 which deal with managing user access to My Health Record. 

Universal Application: The policy must address the specified topics regardless of 

organisation size due to the removal of former exemptions for smaller or remote 

organisations.

Dedicated Data Breach Protocols: the policy needs to explain how the organisation 

identifies, manages and responds to My Health Record data breaches.

The policy must be reviewed at least annually or 

when any significant change takes place.



Security and Access Policy

User Account & Access Management

Strict Individual Account Controls: Elimination of shared or 

generic staff logins; every access event must map directly to an 

individual user identity. 

Lifecycle Governance: Formalized processes for user account 

creation, role updates, prompt unlinking of uncredentialed/departed 

staff, and regular internal access reviews.

Audit Trail Reviews: Practice Managers/OMOs should regularly 

monitor user access and audit logs for unusual or unauthorized 

activity.



Security and Access Policy – protecting My Health Record information

Physical security

• Secure practice premises and work areas

• Privacy screens where appropriate

• Preventing unauthorised access to computers and records

Information & cybersecurity

• Strong passwords and secure user access

• Antivirus and malware protection

• Security updates, patches and system maintenance

• Appropriate backups and data protection

Access monitoring

• Ability to identify individual users

• Monitoring and investigating unusual or unauthorised access

• Promptly removing access when staff leave or no longer require it

Staff awareness

• Staff understand their privacy and security responsibilities

• Security incidents and suspected breaches are reported promptly



Staff Training & compliance documentation 

Pre-Access & Refresher Training: Staff must 

complete mandatory training on privacy, security, and 

legal obligations before access is granted, followed by 

annual refresher training. Minimum annually.

Extended Record Retention: Practices must retain 

verifiable proof of staff training and operational 

compliance logs for a mandatory minimum period.

ADHA Recommended My Health Record training



Security and Access Policy – how it is applied

• Communicating & making the policy accessible

• Keeping the policy up-to-date

• Record keeping



Checklist  

Topic Action
Policy Security & Access Policy reviewed and updated

Access User roles and individual access checked

Training All authorised users trained

Accounts Joiner/mover/leaver processes working

Records Required evidence being retained

Security
Physical, information and cyber controls 
documented

Incidents Data-breach response process understood

ARE YOU READY 

FOR OCT 1, 2026?



www.digitalhealth.gov.au

Using My Health Record System: Healthcare provider education and training 

Digital Health healthcare provider education and training

Digital Health Factsheets and Resources

Digital Health Agency Youtube channel

ADHA – Recommended training list

My Health Record practice managers handbook | ADHA and AAPM 2021

PIP eHealth Incentive

My Health Record legislation and governance

My Health Record Data breach notification online form

Healthcare Identifiers service

ADHA Podcasts (including My Health Record episodes)

ADHA Online Learning portal

Australian Privacy Principles Quick Reference | OAIC

AMA : What you need to know – Health Care Records | AMA

Digital health policy templates 
My Health Record participation obligations and policy information

ADHA – My Health Record security and access policy template

RACGP – Policy and procedure templates hub

SEMPHN – My Health Record Security and Access policy template

Links to further learning

http://www.digitalhealth.gov.au/
https://www.digitalhealth.gov.au/home/using-the-my-health-record-system/training-resources/on-demand-training
https://www.digitalhealth.gov.au/healthcare-providers
https://training.digitalhealth.gov.au/pluginfile.php/99722/mod_resource/content/35/content/index.html#/lessons/oUPZ3uBC_D6qSsKqOdB34UlWQxSJYJLY
https://www.youtube.com/user/eHealthAus
https://www.youtube.com/user/eHealthAus
https://www.youtube.com/user/eHealthAus
https://www.digitalhealth.gov.au/sites/default/files/documents/my-health-record-recommended-training-list.pdf
https://www.digitalhealth.gov.au/sites/default/files/documents/my-health-record-recommended-training-list.pdf
https://www.digitalhealth.gov.au/sites/default/files/documents/my-health-record-recommended-training-list.pdf
https://www.digitalhealth.gov.au/sites/default/files/2022-07/mhr-practice-manager-handbook.pdf
https://www.digitalhealth.gov.au/healthcare-providers/practice-incentives-program-ehealth-incentive-epip
https://www.digitalhealth.gov.au/healthcare-providers/practice-incentives-program-ehealth-incentive-epip
https://www.digitalhealth.gov.au/about-us/policies-privacy-and-reporting/my-health-record-legislation-and-governance
https://www.digitalhealth.gov.au/about-us/policies-privacy-and-reporting/my-health-record-legislation-and-governance
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record/data-breaches/my-health-record-data-breach-notification
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record/data-breaches/my-health-record-data-breach-notification
https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/healthcare-identifiers
https://www.digitalhealth.gov.au/newsroom/podcasts
https://training.digitalhealth.gov.au/mod/page/view.php?id=958
https://www.oaic.gov.au/privacy/australian-privacy-principles/australian-privacy-principles-quick-reference/
https://www.oaic.gov.au/privacy/australian-privacy-principles/australian-privacy-principles-quick-reference/
https://www.amansw.com.au/wp-content/uploads/2022/05/0695-WYNTK-Health-Care-Records-7_4_22.pdf
https://www.amansw.com.au/wp-content/uploads/2022/05/0695-WYNTK-Health-Care-Records-7_4_22.pdf
https://www.amansw.com.au/wp-content/uploads/2022/05/0695-WYNTK-Health-Care-Records-7_4_22.pdf
https://www.amansw.com.au/wp-content/uploads/2022/05/0695-WYNTK-Health-Care-Records-7_4_22.pdf
https://www.myhealthrecord.gov.au/sites/default/files/dh-overview_policies_to_participate_20180817.pdf?v=1534468261
https://www.digitalhealth.gov.au/sites/default/files/documents/my-health-record-security-and-access-policy-template.docx
https://www.digitalhealth.gov.au/sites/default/files/documents/my-health-record-security-and-access-policy-template.docx
https://www.digitalhealth.gov.au/sites/default/files/documents/my-health-record-security-and-access-policy-template.docx
https://www.racgp.org.au/running-a-practice/practice-resources/practice-tools/general-practice-policy-and-procedure-templates
https://www.racgp.org.au/running-a-practice/practice-resources/practice-tools/general-practice-policy-and-procedure-templates
https://www.racgp.org.au/running-a-practice/practice-resources/practice-tools/general-practice-policy-and-procedure-templates
https://www.semphn.org.au/new-my-health-record-security-and-access-policy-template-now-available
https://www.semphn.org.au/new-my-health-record-security-and-access-policy-template-now-available
https://www.semphn.org.au/new-my-health-record-security-and-access-policy-template-now-available
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Subscribe to our blog

© Train IT Medical Pty Ltd. All information was provided in good faith and (to our knowledge) accurate as at 25/09/2026
No responsibility is taken for actions resulting from this learning. Screenshots may vary according to software versions. 

This video or Train IT Medical free resources should not be onsold or used as part of any business eLearning/LMS without the prior permission of Train IT Medical Pty Ltd. 

For further learning and free resources:

mailto:katrina@trainitmedical.com.au
https://twitter.com/trainitmedical
https://www.facebook.com/TRAINITMEDICAL/
http://www.trainitmedical.com.au/
https://trainitmedical.com.au/blog
http://trainitmedical.us6.list-manage.com/subscribe/post?u=8807ca8d6ebb4cee21c24caa7&id=da283b6c10

	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40

