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What is an eHealth record?

An eHealth record is an electronic 
summary of an consumer’s key health 
information, drawn from their existing 
records. As the system develops, it will 
give healthcare professionals access to 
their patient’s information, such as 
medications, discharge summaries, 
allergies and immunisations. The system 
is designed to be integrated into existing 
local clinical information systems and will 
provide faster and easier access to 
patients’ health information and better, 
more efficient care.

Why should you 
participate?

The Australian Government’s eHealth 
record system will, over time, help to 
make the delivery of health care more 
efficient and effective by better managing 
medication, improving continuity of care 

and minimising unnecessary repeat 
tests. Every year the average Australian 
has about 22 interactions with the health 
system, including four visits to a GP, 12 
prescriptions and three visits to a 
specialist. Until now, all this information 
has been held in separate locations and 
most has not been shared electronically. 
As more people register for an eHealth 
record and as more healthcare 
organisations join the eHealth record 
system, the better connected Australia’s 
health system will become and the better 
it will serve people seeking health care 
in Australia.

How do healthcare 
professionals access the 
eHealth record system? 

Access to the eHealth record system is at 
the organisational level. Once a 
healthcare organisation has registered 
for the eHealth record system, healthcare 

professionals who have been authorised 
to access the system on behalf of that 
organisation will be able to access the 
system. To be registered as an authorised 
user, contact your healthcare 
organisation. 

Once authorised, healthcare professionals 
can access the system via either a 
conformant clinical information system, 
with a secure individual logon, or via the 
provider portal (read only) using a PCEHR 
compliant digital credential. To access the 
provider portal, go to www.ehealth.gov.au. 
To access the system via the provider 
portal, you need to be linked to the 
Healthcare Identifiers Service.

For more information and training on how 
to use the eHealth record system, visit 
www.ehealth.gov.au and follow the link to 
the Learning Centre or call the helpline on 
1800 723 471.

Individual healthcare professionals will need to be registered with the Healthcare Identifiers 
Service, but do not need to register for the eHealth record system. Only healthcare 
organisations need to register. This booklet is intended for use by healthcare organisations, 
not individual healthcare professionals.

Thank you for taking 
your first step towards 
becoming an eHealth 
provider organisation
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Is your organisation ready to 
participate in the eHealth record 
system?

Pre-registration
• Have you learnt about the eHealth record system?

 – Do you understand what the eHealth record 
system is and how it works?

 – Do you understand what changes may be 
required to your organisation?

 – Do you understand how access controls work 
with the system?

 – Do you understand the obligations for your 
organisation?

• Have you registered your organisation with the 
Healthcare Identifiers Service?

• Do you have a PCEHR compliant digital credential 
for your organisation?

Registration
• Have you completed the Application to Register as 

a healthcare provider organisation form, 
including setting access flags (if relevant)?

• Have you completed the Participation Agreement 
for healthcare provider organisation form?

• Have you completed the Application to establish 
list of authorised healthcare provider individuals 
form (if you want to use the provider portal)?

• Have you submitted all forms to the System 
Operator?

How to use this booklet
This booklet includes information organisations will need to 
consider before registering, the steps they need to take before 
registering, and how to register their organisation with the eHealth 
record system.

This is information that all healthcare organisations must read before 
registering for the eHealth record system.

Section A: Essential information

If you are applying to register a healthcare organisation that is not part of 
a complex structure (network hierarchy), read this section after you have 
read Section A.

Section B: Pre-registration –  
‘simple’ structure organisations

If you are applying to register a healthcare organisation that is part of a 
complex structure (network hierarchy), read this section after you have 
read Section A.

Section C: Pre-registration – 
‘complex’ structure organisations

If you have read Section A and either Section B or C, read this section to 
understand the process for registering a healthcare organisation for the 
eHealth record system. This section is relevant to all healthcare 
organisations who wish to register.

Section D: Registration

This section outlines the next steps and where to find out more 
information on how to use the eHealth record system.

Section E: Post-registration
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Key definitions

The System Operator
This is the person with responsibility for 
establishing and operating the eHealth 
record system. From the start of the 
eHealth record system, this is the 
Secretary of the Department of Health 
and Ageing. Customer service officers 
from the Department of Human Services 
will undertake some of the eHealth 
record system’s day-to-day tasks on 
behalf of the System Operator.

Healthcare Identifiers (HI) Service
The HI Service provides a consistent set 
of identifiers for healthcare individuals 
(consumers) and healthcare providers 
(organisations and individual 
professionals). The HI Service enables 
providers to link health information and 
data to the right consumer in a secure, 
consistent and accurate manner. 
Registration with the HI Service by both 
healthcare provider organisations and 
individuals is a prerequisite for issuance 
of PCEHR compliant digital credentials. 

Healthcare organisation
An organisation that has conducted, 
conducts, or will conduct, an enterprise 
that provides healthcare.

Seed organisation
A seed organisation, for the purpose of 
participating in the eHealth record 
system, is a legal entity that provides or 
controls the delivery of healthcare 
services.

The great majority of healthcare 
organisations in Australia are 
independent, for example GP practices, 
pharmacies, private health specialists, 
or allied health care organisations. If 
they wish to participate in the eHealth 
record system they will most likely do so 
as an independent ‘seed organisation’, 
and not part of a network (see Network 
hierarchy).

In other words, they would be considered 
a ‘simple’ structure organisation for the 
purpose of registering to participate in 
the eHealth record system.

In a network of healthcare organisations 
participating in the eHealth record 
system (see Network organisation), the 
seed organisation is the principal entity 

within a network hierarchy. For example, 
a major metropolitan hospital may 
register itself as a ‘seed organisation’ 
and establish subordinate ‘network 
organisations’ consisting of its various 
healthcare delivery arms (e.g. the 
emergency department, intensive care 
unit, the hospital pharmacy, maternity 
ward, etc or the branches/locations of a 
network GP structure).

This would be considered a ‘complex’ 
structure organisation for the purpose of 
registering to participate in the eHealth 
record system.

Network organisation
A network organisation is linked to, and 
provides services on behalf of, a seed 
organisation within a network hierarchy 
participating in the eHealth record system.

Each network organisation must be 
associated with its seed organisation. 
Network organisations can be used to 
represent different departments, sections 
or divisions within a larger complex 
organisation (e.g. departments within a 
large hospital) or can be separate legal 
entities from the seed organisation.

Section A     Essential information

Before registering, it is important for healthcare organisations to 
understand what the eHealth record system is, how it works and what 
workflow and process changes may be required for their organisation. 
This section will help to outline these important concepts.
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As stated above, while a seed organisation 
is not required to have a network 
organisation (e.g. a stand-alone GP clinic), 
a network organisation must be linked 
with a seed organisation within a network 
hierarchy for the purpose of participating 
in the eHealth record system.

Network hierarchy
A network hierarchy, for the purposes of 
accessing and using the eHealth record 
system, is a connected group of 
healthcare provider organisations, 
comprising one seed organisation and 
one or more network organisations 
linked to the seed organisation.

The network hierarchy is created and 
managed by the seed organisation in 
accordance with subsections 9A(3) to (7) 
of the Healthcare Identifiers Act 2010.  A 
seed organisation must ensure that its 
network hierarchy is configured to 
assign access flags in accordance with 
the PCEHR Rules 2012.

Responsible officer
A responsible officer is registered under 
the HI service and  has authority to act 
on behalf of the seed organisation and 
relevant network organisations in its 
dealings with the System Operator.

For large organisations, the responsible 
officer is usually the chief executive 
officer or chief operations officer, and for 
small organisations the responsible 
officer is usually a practice manager or 
the business owner.

Organisation maintenance officer
An organisation maintenance officer is 
registered under the HI service and has 
authority to act on behalf of a network 
organisation in its dealings with the 
System Operator of the eHealth record 
system. A seed organisation 
maintenance officer has authority to act 
on behalf of the seed organisation. A 
healthcare organisation can have 
multiple organisation maintenance 
officers. An organisation maintenance 
officer needs to be someone who is 
familiar with the IT system used by their 
organisation.  

Provider portal
The provider portal has been established 
by the System Operator to enable 
authorised healthcare professionals 
within registered organisations to search 
for and view a consumer’s eHealth 
record. The provider portal can be 
accessed through www.ehealth.gov.au 
and is a read only service.

Authorisation links
An authorisation link connects a 
healthcare professional to an 
organisation so that an authorised 
individual can access the eHealth record 
system via the provider portal on behalf of 
their organisation. Authorisation links 
only apply for organisations that want 
their healthcare professionals to use the 
provider portal. Authorisation links do not 
need to be created for healthcare 
professionals who use a conformant 
clinical information system to access the 
eHealth record system to view a 
consumer’s eHealth record.  A healthcare 
provider organisation’s list of authorised 
healthcare provider individuals must be 
always kept up to date.

Participation agreement

Each healthcare organisations registering 
for the eHealth record system must enter 
into a participation agreement with the 
System Operator. The participation 
agreement includes rights and obligations 
for both the healthcare organisation and 
the System Operator. The key purpose of 
the participation agreement is to set out 
obligations relating to the uploading of 
records to the eHealth record system, 
intellectual property arrangements, the 
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allocation of liability between the parties, 
and the processes for notifying key events 
and changes. A separate participation 
agreement must be entered into by each 
separate legal entity being registered.

The participation agreement can be found 
at Appendix 2 of this booklet.

Access flags
Access flags are an information 
technology mechanism of the eHealth 
record system which facilitate a 
consumer’s ability to control access to 
their eHealth record. An access flag is 
set by the System Operator based on 
information provided to it by healthcare 
provider organisations.

Access flags are assigned against 
healthcare organisations and support a 
consumer’s ability to know and 
determine which healthcare provider 
organisations can access their eHealth 
record, and track over time which 
organisations have accessed their 
record. The responsible officer or a seed 
organisation maintenance officer are 
responsible for assigning access flags to 
a network organisation in their network 
and the principles set out in the PCEHR 
Rules 2012 must be applied. Access flags 
are assigned as part of the registration 
process and must be updated by the 
responsible officer whenever necessary.

What is the eHealth record 
system and how does it 
work?

The eHealth record system provides 
access to key health information drawn 
from a registered consumer’s health 
records. This information can be quickly 
and securely shared electronically with 
other healthcare professionals involved in 
the consumer’s care. Over time, an 
eHealth record will grow to contain a 
summary of a consumer’s key healthcare 
events and activities, including medical 
history, allergies and current medications.

eHealth records will not replace existing 
medical records. Healthcare 
professionals will continue to take and 
review clinical notes. More detailed 
patient information will be available in 
local clinical information systems, as per 
current practice.

An eHealth record can contain clinical 
documents (uploaded by a healthcare 
professional) and information uploaded 
by a consumer or their authorised 
representative. Only authorised 
healthcare professionals can enter 
information into the clinical record, 
ensuring it is clinically relevant and 
accurate.

Consumers will have their own section 
the eHealth record, where they will be 
able to enter basic health information that 
is viewable to clinicans that access the 

record as well as maintain consumer-only 
notes for their private use.

As clinical software is updated to 
communicate with the eHealth record 
system, more clinical information can be 
added by healthcare professionals to their 
patients’ eHealth records. As the system 
grows, an eHealth record may contain 
standardised versions of the following:

• Shared health summary: This will 
include information about a patient’s 
medical conditions and medications 
they are currently taking or allergies 
they may have. The shared health 
summary is prepared by a patient’s 
nominated provider who can be a 
registered medical practitioner, 
registered nurse or Aboriginal and 
Torres Strait Islander health 
practitioner. The structure of a 
patient’s shared health summary is 
underpinned by the Royal Australian 
College of General Practitioners 
template for a GP health summary.

• Event summary: This is a summary of 
a significant event. It can be uploaded 
by a healthcare professional at any 
participating healthcare organisation 
that is authorised to use the eHealth 
record system. 

• Hospital discharge summary: This 
can be uploaded by healthcare 
professionals who have access to the 
eHealth record system and were 
involved in the patient’s care while in 
hospital.
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For more information, go to  
www.ehealth.gov.au and follow the links 
to the Learning Centre, where you will 
find interactive learning modules.

Potential changes to your 
organisation

It is important for organisations to 
understand what changes, if any, they 
need to make to their work practices in 
order to participate in the eHealth record 
system.

Security requirements 

Healthcare organisations are required to 
develop, maintain, enforce and 
communicate to staff written policies 
that ensure the organisation’s use of the 
eHealth record system is secure, 
responsible and accountable.  

These policies need to address matters 
such as how authorised persons access the 
system, the training delivered to staff 
before accessing the eHealth record 
system, and the physical and information 
security measures used by the 
organisation. A healthcare organisation’s 
security policy does not need to cover 

matters that are not applicable to the 
organisation due to its size. For more 
information about this requirement, see the 
Participation FAQs and PCEHR Rules 2012 
which can be found on www.ehealth.gov.au.  

A range of resources are available to help 
healthcare organisations address security 
requirements. For example, the National 
E-Health Transition Authority (NEHTA) has 
developed the National eHealth Security 
and Access Framework to help 
organisations adopt a consistent approach 
and application of health information 
security standards. NEHTA also provides 
‘better practice’ guidance on eHealth 
specific security and access practices. Go 
to www.nehta.gov.au for more information, 
or contact your professional organisation.    

User account management

Healthcare organisations must ensure 
the information technology systems staff 
use to access the eHealth record system 
employ reasonable user account 
management practices, including:
• restricting access to only those 

persons who require access as part 
of their duties;

• uniquely identifying individuals using 
the healthcare organisation’s 
information technology systems, and 
having that unique identity protected 
by a password or equivalent 
mechanism;

• having password and/or other access 
mechanisms that are sufficiently 
secure and robust given the security 
and privacy risks associated with 
unauthorised access to the eHealth 
record system;

• ensuring that the user accounts of 
persons no longer authorised to 
access the eHealth record system via 
or on behalf of the healthcare 
organisation are cancelled; and

• suspending a user account that 
enables access to the eHealth record 
system as soon as practicable after 
becoming aware that the account or 
its password or access mechanism 
has been compromised.

Data quality
The eHealth record system does not 
change the current obligations of 
healthcare professionals to maintain 
their own detailed and accurate clinical 
records for patients.
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Healthcare organisations are 
responsible for the information uploaded 
from their clinical systems.

When uploading a record to the eHealth 
record system, healthcare provider 
organisations must:

• not upload a record that contains 
defamatory material;

• only upload a record if it does not 
infringe another person’s intellectual 
property rights or moral rights;

• only upload shared health summaries 
if the summary was prepared by a 
person who is the nominated 
healthcare provider of the consumer 
for the purposes of the eHealth 
record system;

• not upload a record unless it was 
prepared by a person who has been 
allocated a Healthcare Provider 
Identifier—Individual;

• only upload records on registered 
consumers to the eHealth record 
system’s National Repositories 
Service or a registered repository;

• not upload information about a 
consumer if they have asked that the 
information not be uploaded to their 
eHealth record;

• take reasonable steps to ensure the 
quality of the content of the records; 
and

• understand that uploading a record to 
the eHealth record system does not 
relieve your organisation of its 
obligations to keep clinical records 
about a consumer or any other 
obligations that may apply (for 
example, to communicate health 
information to a consumer).

Obligations

Healthcare provider organisations must 
comply with a range of obligations when 
participating in the eHealth record 
system. These obligations are imposed 
under the Personally Controlled 
Electronic Health Record Act 2012, the 
PCEHR Rules 2012, PCEHR Regulation 
2012 and the Participation agreement for 
healthcare provider organisations. 
Please refer to the Participation FAQs for 
more information.

Authorisation links 

As part of the registration for the 
eHealth record system, a healthcare 
organisation can establish a list of each 
individual healthcare professional who is 
authorised to access the eHealth record 
system via or on behalf of the registered 
healthcare organisation through the 
provider portal. 

This list of authorised healthcare 
provider individuals establishes a link 
between a Healthcare Provider Identifier 
- Individual (HPI-I) and Healthcare 
Provider Identifier – Organisation 
(HPI-O). Authorisation links only apply 
for organisations that want their 
healthcare professionals to use the 
provider portal. Authorisation links do 
not need to be created for healthcare 
provider individuals using a conformant 
clinical information system to access the 
eHealth record system. 

To set up authorisation links, the 
responsible officer, seed organisation 
maintenance officer or a network 
organisation maintenance officer with 
authority to do so will need to complete 
the form Application to establish list of 
authorised healthcare provider 
individuals (see Appendix 3 of this 
booklet). This form can be submitted 
during or after a healthcare organisation 
registers for the eHealth record system. 
When the application is accepted, the 
responsible officer will receive 
confirmation from the System Operator. 
An organisation’s list of authorised 
individual healthcare professionals must 
always be kept up to date. Changes can 
be notified to the System Operator using 
the form available at www.ehealth.gov.au 
or by calling 1800 723 471.
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Registering an organisation to participate in the 
eHealth record system is a two phase process. 
This booklet provides information that you need 
to successfully register.

Overview of registration 
process

Healthcare organisations need to register 
with the System Operator of the eHealth 
record system in order to participate. 
Individual healthcare professionals do not 
need to register with the eHealth record 
system. They will be able to access the 
eHealth record system through their 
healthcare organisation, when they are set 
up as an authorised user. If you are unsure 
about the registration requirements for 
your organisation or for you as an 
individual, go to www.ehealth.gov.au for 

more information or call the helpline on 
1800 723 471.

Registering an organisation to 
participate in the eHealth record system 
is a two phase process. This booklet 
provides information that you need to 
successfully register.

• Pre-registration – ‘simple’ structure 
organisation

 – Register with the HI Service
 – Obtain PCEHR compliant digital 

credentials
• Pre-registration – ‘complex’ 

structure organisation

 – Understand access flags and 
network hierarchies

 – Register with the HI Service
 – Obtain PCEHR compliant digital 

credentials
• Registration

 – Complete relevant forms and send 
to the System Operator

Once an organisation is successfully 
registered, authorised healthcare 
professionals can begin to access and 
use the eHealth record system.

1. Pre-registration

Simple Complex

2. RegistrationOverview of 
registration process

If you are applying 
to register a 
healthcare 
organisation that is 
not part of a 
network hierarchy, 
read Section B after 
you have read this 
section.

If you are applying to 
register a healthcare 
organisation that is 
part of a network 
hierarchy, read 
Section C after you 
have read this 
section.
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Section B     Pre-registration –   
 ‘simple’ structure 
 organisation

This section outlines the steps a seed organisation that is 
not part of a complex structure (network hierarchy) needs to 
take before registering for the eHealth record system.

A seed organisation is a legal entity that 
provides or controls the delivery of 
healthcare services. If your organisation 
is a seed organisation that operates 
independently, you do not need to 
establish a network hierarchy. 

Typically, a GP practice, pharmacy or 
private community specialist will be an 
independent seed organisation. A GP 
clinic with multiple branches/locations 
may also be a simple structure, so long 
as each of the branches/locations 
operates under a single HPI-O. Most 
healthcare organisations in Australia will 
fall under this category.

If your organisation is part of a network 
hierarchy for the purpose of participating 
in the eHealth record system, and does 
not fit these examples, please go to 
Section C.

Step 1: Register with HI 
Service

Registration with the HI Service is a 
prerequisite for a healthcare 
organisation to be registered for the 
eHealth record system.

The HI Service is operated by the Chief 
Executive Medicare and provides a 
consistent set of identifiers for 
individuals and healthcare organisations. 
These are Healthcare Provider Identifier 
– Individual (HPI-I) and Healthcare 
Provider Identifier – Organisation 
(HPI-O). The HI Service enables providers 
to associate health information with a 
healthcare individual in a secure, 
consistent and accurate manner.

You can apply for an HPI-O now. To 
register your organisation for an HPI-O, 
go to the HI Service page on the Medicare 
Australia website and download the 
appropriate application form.

1. Pre-registration

Simple Complex

2. Registration
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All healthcare professionals who wish to 
access the eHealth record system on 
behalf of an organisation via the provider 
portal need to be registered with the HI 
Service. To register for an HPI-I, or to 
find out what your HPI-I is, please 
contact the HI Service.

Responsible officer and the 
organisation maintenance officer
When registering a healthcare 
organisation with the HI Service, two key 
roles need to be assigned. These are the 
responsible officer (RO) and the 
organisation maintenance officer(s) 
(OMO). Each position has specific roles 
and responsibilities under the eHealth 
record system.

A RO is registered under the HI service 
and has authority to act on behalf of 
the seed organisation and relevant 
network organisations in its dealings 
with the System Operator of the 
eHealth record system. An OMO is 
registered under the HI service and has 
authority to act on behalf of the 
organisation in its day-to-day dealings 
with the System Operator of the 
eHealth record system. For more 
information, refer to the PCEHR  
Rules 2012.

Step 2: Obtain PCEHR 
compliant digital 
credentials

PCEHR compliant digital credentials are 
used to authenticate system access and 
are part of the security measures put in 
place for the eHealth record system. 
PCEHR compliant digital credentials can 
only be obtained by healthcare 
organisations and individuals who are 
registered with the HI Service. 

PCEHR compliant digital credentials for 
organisations
A PCEHR compliant digital credential is 
required for each healthcare organisation 
that wants to access the eHealth record 
system via a conformant clinical 
information system. This credential will 
be installed on your organisation’s local 
clinical information system.

Healthcare organisations can now apply 
for a PCEHR compliant digital credential 
as part of its  application to the HI 
Service for a HPI-O. If an organisation  
already has an HPI-O, they can complete 
the appropriate form on the Medicare 
website to obtain their credential.

PCEHR compliant digital credentials for 
individual healthcare professionals
A PCEHR compliant digital credential is 
also required for each individual 
healthcare professional who wants to 
access the eHealth record system via the 
provider portal. This credential will be a 
physical device, such as a smart card, 
which will need to be used each time the 
individual healthcare professional 
accesses the eHealth record system via 
provider portal.

Individuals with a HPI-I can apply for a 
PCEHR compliant digital credential by 
submitting the appropriate form from the 
Medicare website. The PCEHR compliant 
digital credential will be sent by mail to 
the preferred address provided on the 
application form. Each individual 
healthcare professional is responsible 
for the maintenance of their PCEHR 
compliant digital credential and will need 
to keep it and their PIN secure and 
private.

Please go to Section D, to find out how to 
register for the eHealth record system.
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Section C     Pre-registration –   
 ‘complex’ structure 
 organisation

This section outlines the steps a seed organisation that is 
part of a complex structure (network hierarchy) needs to 
take before registering for the eHealth record system.

A seed organisation is a legal entity that 
provides or controls the delivery of 
healthcare services. A network hierarchy, 
for the purposes of accessing and using 
the eHealth record system, is a connected 
group of healthcare provider 
organisations, comprising one seed 
organisation and one or more network 
organisations linked to the seed 
organisation. An example of a seed 
organisation with a network hierarchy 
could be a hospital, a regional health 
service district or a network of GP clinics. 

If your organisation is not part of a 
network hierarchy and does not fit these 
examples, please go to Section B.

Step 1: Understand

Setting access flags to facilitate 
consumer control of their eHealth record
Access flags must be set and maintained 
in a way which balances reasonable 
consumer expectations about the 

sharing of information as part of 
providing healthcare to the consumer, 
and arrangements within the 
organisation for access to health 
information collected by the 
organisation.  In particular, the assigning 
of access flags should:

• Ensure that a consumer is able to 
receive the healthcare that he or she 
needs while also ensuring that 
access to his or her eHealth record 
does not extend beyond the 
registered healthcare organisations 
reasonably necessary for this to 
occur; and 

• Support a consumer’s ability to 
ascertain quickly and simply which 
additional registered healthcare 
organisations (if any) would have 
access to the consumer’s eHealth 
record if a particular registered 
healthcare organisation were to be 
added to the access list for the 
consumer’s eHealth record. 

Access flags are to be set and 
maintained for a registered healthcare 
organisation in the context of the 
organisation’s network hierarchy. If an 
access flag is not specifically assigned to 
an organisation in a network, that 
organisation can still access the eHealth 
record system and view and upload 
information to a consumer’s eHealth 
record. However, it effectively does so 
under the access of the first organisation 
above them in the network hierarchy that 
has been assigned an access flag. This 
would be the seed organisation if no 
other organisation in the network has 
been assigned an access flag. 

The information provided to a consumer 
in their eHealth record will identify 
activity undertaken in connection with a 
record at a healthcare organisation level. 
This means that any healthcare 
organisation that has an HPI-O can be 
identified as having accessed or 
uploaded documents to an eHealth 
record. A consumer’s capability to limit 

1. Pre-registration

Simple Complex

2. Registration



13
Registration booklet for 

healthcare organisations

access to an eHealth record, or 
documents within it, is managed at an 
access flag level.   

An access flag is automatically assigned 
to a seed organisation, because, from a 
practical perspective, a seed organisation 
must always be assigned an access flag. 

The following diagram shows how access 
flags might be set up, with a description of 
each organisation on page 14.

SEED ORGANISATION

NETWORK 
ORGANISATION 1

NETWORK 
ORGANISATION 3

NETWORK 
ORGANISATION 2

NETWORK 
ORGANISATION 4

NETWORK 
ORGANISATION 5

An access flag 
is automatically 
assigned 
to a seed 
organisation
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Seed organisation

The seed organisation in this example 
has been assigned an access flag. When 
the seed organisation accesses a 
patient’s eHealth record, it will be 
identified in the patient’s restricted 
settings area as having accessed the 
patient’s eHealth record. 

Network organisation 1

In this example, an access flag has not 
been assigned to network organisation 1. 
This means that network organisation 1’s 
access is the same as the first 
organisation above it in the hierarchy 
which has an access flag, in this case the 
seed organisation. When network 
organisation 1 accesses a patient’s 
eHealth record, the seed organisation 
will be identified in the patient’s 
restricted settings area as having 
accessed the patient’s eHealth record. 

Network organisation 2

An access flag has been assigned to 
network organisation 2. When network 
organisation 2 accesses a patient’s 
eHealth record, it will be identified in the 
patient’s restricted settings area as 
having accessed the patient’s eHealth 
record. 

Network organisation 3

An access flag has not been assigned to 
network organisation 3. This means its 
access is the same as the first 
organisation above it in the hierarchy 
which has an access flag. In this case it is 
the seed organisation as no access flag 
was assigned to network organisation 1. 
When network organisation 3 accesses a 
patient’s eHealth record, the seed 
organisation will be identified in the 

patient’s restricted settings area as having 
accessed the patient’s eHealth record.

Network organisation 4

An access flag has been assigned to 
network organisation 4. When network 
organisation 4 accesses a patient’s 
eHealth record, it will be identified in the 
patient’s restricted settings area as 
having accessed the patient’s eHealth 
record.

Network organisation 5

No access flag has been assigned to 
network organisation 5. This means that 
network organisation 5’s access is the 
same as the first organisation above it in 
the hierarchy that has an access flag, in 
this case network organisation 4. When 
network organisation 5 accesses a 
patient’s eHealth record, network 
organisation 4 will be identified in the 
patient’s restricted settings area as having 
accessed the patient’s eHealth record.

Step 2: Register for the HI 
Service

Registration with the HI Service is a 
prerequisite for a healthcare organisation 
to be registered for the eHealth record 
system. If you are also applying to 
register other healthcare organisations in 
your network, each organisation must 
also be registered in the HI Service.

The HI Service is operated by the Chief 
Executive Medicare and provides a 
consistent set of identifiers for 
individuals and healthcare organisations. 
These are Healthcare Provider Identifier 
– Individual (HPI-I) and Healthcare 
Provider Identifier – Organisation 
(HPI-O). The HI Service enables 

providers to associate health information 
with a healthcare individual in a secure, 
consistent and accurate manner.

You can apply for an HPI-O now. To 
register your organisation for an HPI-O, 
go to the HI Service page on the 
Medicare website and download the 
appropriate application form.

All healthcare professionals who wish to 
access the eHealth record system on 
behalf of an organisation via the provider 
portal need to be registered with the HI 
Service. To register for an HPI-I, or to find 
out what your HPI-I is, please contact the 
HI Service.

Establishing a network hierarchy: seed 
and network organisations

The HI Service allows for a network 
hierarchy of healthcare provider 
organisations, consisting of a seed 
organisation and one or more network 
organisations.

It is the responsibility of the seed 
organisation to ensure that when 
registering their network hierarchy with 
the HI Service, it supports the setting of 
‘access flags’ in the eHealth record 
system in accordance with the principles 
set out in the PCEHR Rules 2012. These 
principles require that the setting of 
access balances reasonable consumer 
expectations about the sharing of 
information as part of providing 
healthcare, and arrangements for access 
by consumers to health information 
collected by the organisation. 

Your seed and network structure will 
support a consumer’s decision about 
who can access their eHealth record, or 
documents/information in it. If the 

For more information, refer to the  
PCEHR Rules 2012.  
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network is not properly structured, the 
consumer will not be able to make 
informed choices about which parts of 
the network, if any, should be authorised 
to access their record.

For more information on setting up your 
network hierarchy, go to the HI Service 
page on the Medicare website.

Responsible officer and the 
organisation maintenance officer

When registering your organisation with 
the HI Service, you need to assign two 
key roles to employees of your healthcare 
provider organisations. These are the 
responsible officer (RO) and the 
organisation maintenance officer(s) 
(OMO). Each is assigned specific roles 
and responsibilities under the eHealth 
record system.

A RO is registered under the HI service 
and has authority to act on behalf of the 
seed organisation and relevant network 
organisations in its dealings with the 
System Operator of the eHealth record 
system. An OMO is registered under the 
HI service and has the authority to act on 
behalf of the organisation in its day-to-
day dealings with the System Operator of 
the eHealth record system. A network 
organisation must ensure that any OMO 
appointed by the seed organisation is 
authorised to act on behalf of the 
network organisation in that network 
organisation’s dealings with the System 
Operator. The OMO is responsible for 
maintaining information associated with 
any organisations they are linked to.

The RO or the OMO of the seed organisation 
can register healthcare provider 
organisations in the seed’s network 
hierarchy to participate in the eHealth 

record system. For more information, refer 
to the PCEHR Rules 2012.  

Step 3: Obtain PCEHR 
compliant digital credentials

PCEHR compliant digital credentials are 
used to authenticate system access and 
are part of the security measures put in 
place for the eHealth record system. 
PCEHR compliant digital credentials can 
only be obtained by healthcare 
organisations and individuals who are 
registered with the HI Service. 

PCEHR compliant digital credentials for 
organisations

A PCEHR compliant digital credential is 
required for each healthcare organisation 
in a network hierarchy that wants to 
access the eHealth record system via a 
conformant clinical information system. 
This credential will be installed on your 
organisation’s local clinical information 
system.

Healthcare organisations  can now apply 
for a PCEHR compliant digital credential 
as part of its application to the HI Service 
for a HPI-O. If an organisation already has 

an HPI-O, they can complete the 
appropriate form on the Medicare website 
to obtain their credential.

PCEHR compliant digital credentials for 
individual healthcare professionals

A PCEHR compliant digital credential is 
also required for each healthcare provider 
individual who wants to access the 
eHealth record system via the provider 
portal. This credential will be a physical 
device, such as a smart card, which will 
need to be used each time the healthcare 
provider individual accesses the eHealth 
record system via the provider portal.

Individuals with a HPI-I can apply for a 
PCEHR compliant digital credential by 
submitting the appropriate form from the 
Medicare website. The PCEHR compliant 
digital credential will be sent by mail to 
the preferred address you provide on the 
form. Each individual healthcare 
professional is responsible for the 
maintenance of their PCEHR compliant 
digital credential and will need to keep it 
and their PIN secure and private.

Please go to Section D, to find out how to 
register for the eHealth record system.
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Section D     Registration

Once you have completed the pre-registration phase, 
you are ready to begin the final phase - register your 
organisation to participate in the eHealth record system.

Before you start, make sure: 

• You are the RO or an OMO of a seed 
organisation that has registered with 
the HI Service and has been issued 
with a HPI-O that is currently ‘active’ 
(Note: If you are a network 
organisation, please discuss this with 
your seed organisation) 

• Your seed organisation has 
established its network hierarchy in 
the HI Service (if relevant)

• You want to apply to register your 
seed organisation and, if relevant, 
other network organisations in your 
hierarchy, to participate in the 
eHealth record system as a 
healthcare provider organisation

• You have a PCEHR compliant digital 
credential.

If you are ready to register with the 
eHealth record system, please follow the 
steps below:

1. Complete the Application to register 
as a healthcare provider organisation 
form, which can be found in Appendix 
1 to this booklet. Fill in the details for 
your seed HPI-O (and any network 
organisations within the network 
hierarchy), and attach all necessary 
documents (including the 
Participation agreement(s)). 

2. Complete the Participation 
agreement for healthcare provider 
organisation, which can be found in 
Appendix 2 to this booklet. The 
completed form must be signed by 
the seed organisation and each other 
legal entity within the network 
hierarchy  being registered (if 
relevant).

1. Pre-registration

Simple Complex

2. Registration
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3. If you want individual healthcare 
professionals to access eHealth 
records via the provider portal, 
complete the Application to establish 
list of authorised healthcare provider 
individuals form. This form can be 
found in Appendix 3 of this booklet. 

4. Submit the Application to register as 
a healthcare provider organisation 
form, the Participation agreement(s) 
and, if relevant, the Application to 
establish list of authorised 
healthcare provider individuals form 
to the return address on the 
registration form.

Please note, the System Operator will 
take steps to verify the identity of the RO 
or seed OMO who is submitting the 
Application to register as a healthcare 
provider organisation form. If the RO or 
seed OMO is a known customer to the HI 

Service (i.e. has previously provided 100 
points of evidence of identity (EOI) to the 
HI Service), then there is no requirement 
to provide EOI documents with this 
application, but an RO or OMO number 
(which can accessed from the HI Service) 
will need to be provided. If the RO or 
seed OMO is not a known customer, they 
must supply 100 points of EOI in support 
of this application.

Once your organisation has registered, a 
confirmation letter will be sent to each 
healthcare organisation being registered 
at the address recorded against the 
HPI-O in the HI Service. Please note, this 
process will need to be followed for each 
network hierarchy that wishes to 
participate in the eHealth record system. 

Registering to participate in the eHealth 
record system will enable the seed 
organisation (and any network 

organisations identified in the 
Application to register as a healthcare 
provider organisation form) to participate 
in the eHealth record system and allow 
the organisation, both seed and network, 
to authorise staff to access eHealth 
records on the organisation’s behalf.

Please go to Section E, to find out 
information regarding post-registration.
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To gain access via clinical software you 
will need to use conformant clinical 
information system desktop software 
and have your organisation PCEHR 
compliant digital credential installed. 
Vendors are expected to have upgraded 
software available shortly. Please 
contact your software vendor for more 
information.

If your organisation upgrades to clinical 
software that is conformant with the 
eHealth record system, you will be able 
to perform functions such as:

• Creating an event summary – This is 
a summary of a significant 
consultation. It can be uploaded by a 
healthcare professional at any 
participating healthcare organisation 
authorised to use the eHealth record 
system.

• Creating a shared health summary – 
This is a clinical document 
summarising a patient’s health 
status. The shared health summary 
includes information about a patient’s 
medical conditions, medications they 
are currently taking, and allergies 
they may have. This is likely to be the 
first document accessed by any new 
healthcare professional viewing a 
patient’s record. This document is 
created by the healthcare 
professional who is responsible for 
the coordinated care of the patient 
(nominated healthcare provider). 

You can now access the eHealth record 
system via the provider portal. The 
provider portal is a read and download 
only facility and will not enable 
healthcare professionals to contribute to 
a consumer’s eHealth record. 

Once you have registered, authorised users in your 
organisation will be able to access the eHealth record 
system via either a conformant clinical information system, 
or via the provider portal using their PCEHR compliant 
digital credential.

Section E     Post-registration
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Over time, if healthcare professionals 
and their organisations are registered, 
the provider portal will give them access 
to some of the information entered by 
patients. As software vendor products 
progressively become available, the 
information contributed to the eHealth 
record system by registered healthcare 
professionals will increasingly become 
available to those other healthcare 
professionals accessing the provider 
portal only. 

The Learning Centre (www.ehealth.gov.au) 
contains the following education and 
training modules that will help you better 
understand the eHealth record system 
and how to use it: 

• eHealth record introduction
• eHealth record evolution
• Understanding privacy and security
• Clinical information systems and 

eHealth records
• Getting your practice ready (including 

data quality and roles and 
responsibilities)

• Provider registration
• Clinical scenarios
• Potential uses
• How to use the provider portal

If you require further information, please 
call the helpline on 1800 723 471.

Use registered and 
approved clinical 
information system 
desktop software 
and have your 
PCEHR compliant 
digital credential 
installed.



To make Australia’s health 
system work better for you, 
register for the eHealth record 
system now.
This is just the starting point for the eHealth 
record system. The system will grow — as 
will the benefits — as more individuals and 
healthcare professionals connect.

For more 
information
visit:

All information in this publication is correct as of August 2012

or call:

www.ehealth.gov.au

1800 723 471


